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1. HEJI ¥ 3AJIAYM OCBOEHMS TUCIHATIINHBI

Henbi0 ocBOEHUS TMCUMILUIMHBI SIBISIETCS TMOATOTOBKA OOYYArOMIMXCS K PEIICHUIO 3a7ad
npoecCHOHaNBPHON NEATETLHOCTH B OOJIACTH CETEBBIX TEXHOJOTHMH MO HAIMPaBICHHUIO TOATOTOBKH
09.03.01 «MuadopmaTrka u BBIYHCIIMTENIbHAS TEXHHUKa» (rpopuite MOJITOTOBKH:
«ABTOMATH3UPOBAHHBIE CHCTEMBl 00paOOTKM WHGOPMAIMU U  YIPABICHHUS») IOCPEICTBOM
oOecrieueHusi ATanoB (OPMUPOBAHUS KOMIETEHIHH, mpenxycMoTpeHHbIXx PI'OC U ycTaHOBIIEHHBIX
nporpaMMmoi OakajaBpraTa Ha OCHOBE MPO(ECCHOHANLHBIX CTAHAAPTOB, B YAaCTU MPEICTaBIECHHBIX
HW>KE 3HAHWM, YMEHUN U HaBBIKOB.

3amaum  OMCHMIUVIMHBI. W3YYUTh TOHATHHHBIA  anmapaT JUCHUIUIMHBIL, OCHOBHBIC
TEOPETUYECKHE  TIOJOKEHUS M METOIbl CETEBBIX TEXHOJOIHH, O3HAKOMUTH OOYYaIOUIMXCS C
ajZipecanyell CeTeBOro YpOBHS U CETEBBIMH IPOTOKOJIAMH, OCHOBAMH MapIIPYyTU3ALUU, TEXHOJIOT USIMHU
r00ampHBIX CeTed, NaTh NPEICTABICHHE O MPOTOKOJAX MPHKIAJHOTO YPOBHS, TEXHOJIOTHIX
OeCIpOBOJHBIX CETEH, pPaccCMOTPETh BOMPOCHI IPOEKTUPOBAHUS, MOHUTOPUHTA M  aHAIU3a
KOMITBIOTEPHBIX CETEH, O3HAKOMUTh OOYYAIOIIMXCS C MPOMBIIUICHHBIMH CETSIMHU, COBPEMEHHBIMH
CETEBBIMU TEXHOJOTHSIMU, 0a30BbIMHU NpUHIMIIAMA U apXUTEKTypoil MHTepHera Bemlei,
chopMHUpOBaTh YMEHHS W TNPUBUTh HABBIKK IPUMCHEHHS TEOPETUYCCKUX 3HAHUU IS PELICHUS
npoQeCCHOHANBHBIX 33734, TAaKUX KaK CErMEHTHPOBAHUE CETH, HACTPOWKA COCIMHEHUS ITOCETeH
yepe3 MapIIpyTH3aTOPbl, KOH(QHUIYpUPOBAaHHE CHHCKOB YIIPaBICHUS JOCTYIIOM; HACTpOWKa
JMHAMAYECKOM M CTATHYECKOW MapUIpyTH3aIlMK, KOH(QHUTYpHUpPOBaHHE, HACTPOWKA W pa3BEepPTHIBAHHE
CETEBBIX CEPBHCOB M CIYyXO; pasrpaHHYCHUE JOCTYNa K CETEBBIM pecypcam, CIy)KO0aM M CepBUCaM;
KOH(HUIypUPOBAHKME U HACTPOiKa OecripoBoaHOM cetr Wi-Fi; mporpaMMupoBaHue KIHEHT-CEPBEPHbBIX
CETEBBIX MPUTIOKEHUH; KOHOUTYPHPOBAHUE CETEBOM MHPPACTPYKTYPHl «yMHOTO JOMay; MOHUTOPUHT
U aHaJIU3 CETeBOro Tpaduka.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OII BO

Jucuunnuna «CereBble TEXHOJOIMU» OTHOCUTCS K 4YacTH, (opMHpYyeMOH Yy4acCTHUKAMH
00pa30BaTEIbHbIX OTHOILIEHUH.

JlanHas AMCUMIIIMHA HampaBieHa Ha GopMUpOBaHUEe MpodeccuoHalbHbIX KommeTreHmwii [TK-
4, IIK-7 u 6a3upyercs Ha nucHumuinHe «JIokaabHbIE BBIYUCIUTEIbHBIE CETH Y.

[Tepeuens mocaeayoOMUX JUCUUIUINH, 11 KOTOPBIX HEOOXOIUMBbI 3HAHUS, YMEHHUS U HaBBIKH,
dopmupyemble JaHHON TUCLUIIIMHOMN:
3amuTa nHGOpPMaLUH.

Taxke JUCHUIUIMHA SIBJSIETCS GYHIAMEHTOM JJIS CIEAYIOMMX NpakTuk u ['NA:
[TpoekTHO-TEXHOIOTUUECKas TPAKTUKA;

[IpenaunnomHas npakTuka;

[ToaroroBka K 3alIMTe U 3aIUTa BHITYCKHON KBaJIM(UKALMOHHONW PaOOTHI.
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3. TPEBOBAHUAA K PE3YJIBTATAM OCBOEHUA JUCIUAIIJIMHbI

OcBoeHUE TUCIHUILTAHBI HAMIPABICHO Ha (POPMHUPOBAHUE DIIEMEHTOB CIEAYIOLINX KOMIETEHIIHMA
B cootBeTcTBUU ¢ @I'OC BO u OII BO no nanHoMy HanpaBie€HUIO MOATOTOBKHU:

Ilepeyenb MIaHUPYEMBIX Pe3yJ1bTATOB 00y4eHHS MO JMCUMILIHHE (MOAYJII0),
COOTHECEHHBIX C MHAUKATOPAMM 10CTHKEHHUs KOMIIETeHIHIi

Komnerenuus NHauKaTopbl 10CTHKEHUS Pe3yabTaThl 00yueHust
KOMIIETEHIUH

ITK-4. Criocoben [IK-4.1 TIpoektupyer 3Haer:
BBITTOJTHATH paboTHI BBIYUCITUTENILHBIE CETH - MPOTOKOJIBI CEeTEeBOro u
10 IPOEKTUPOBAHUIO TpaHcnopTHOro ypoHed mogenu OSI,
u - CTPYKTYpY, 00OpyZOBaHHUE, THUIIBI U
aJIMMUHHUCTPUPOBAHHIO TEXHOJIOTHH TJ100aJIbHOM CeTH;
BBIUHCIATEIbHBIX - MPOTOKOJIBI CEaHCoBOTO,
cerei MPEACTaBUTENFCKOIO U MPHUKIATHOTO

ypoHeit mogemm OSI;
- THIIOBBIC APXUTEKTYPhl CETEBBIX

IPUIOKEHU;

- TEXHOJIOTUU OecrpoBOIHOM
nepeaayy JaHHbIX;

- JTaIbl U aJrOPUTMBI
IPOEKTUPOBAHMS CETed CeMENCTBa
Ethernet;

- OCHOBBI IPOMBIIIIJICHHBIX CETEH;

- 0a30BbIE MPUHIIUIBI U APXUTEKTYPY
Wutepuera Bemeit (10T);

- OCHOBBI CETEH TMOCIECAYIOLMX
nokosieHnit (NGN) u Oynymmx cerei
(Future Networks).

YmMmeer:

- ckoH(urypupoBath cepsuc DHCP,
HacTpouth ciayx0y FTP, HacTpouTsh
Web-cepBrc, MOCTPOUTH MOYTOBYIO
ciy 0y, CKOH(QUTYpHUPOBATh CIYXKOy
DNS;

- IpOrpaMMHUpPOBATH nepenaqy
uH(pOpMaIUU 10 CETH.

Bnageer:

- HaBBIKAMH Pa3BEPTHIBAHHS CETEBBIX
CIIy0 1 CEepBHCOB;

- TEXHOJOTHSMH MPOrpaMMHUPOBAHUS
KJIMEHT-CEPBEPHBIX CETEBBIX
HPHIIOKEHU;

- OCHOBaMH  KOH(HTYpPHPOBAHHUS
ceTeBOoi MHQPPACTPYKTYPHI «yYMHOTO

JIOMay.
[1K-4.2 AnmuHucTpUpyer 3Haer:
BBIYHUCIIUTEIbHBIE CETH - (hopmart u Tunsl IP-agpecos;
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- HpI/IHHI/IHBI nu HpOTOKOHBI
MapUIpyTH3aLUH;

- CpelcTBa MOHHWTOPHMHTA M aHAJM3a
KOMITBIOTEPHBIX CETEN;

- HMHCTPYKIMH 1O  YCTaHOBKE
aJIMUHUCTPUPYEMBIX CETEBBIX
YCTpPOMCTB;

- METPHKH MPOU3BOIUTEITBHOCTH
aJIMHUHUCTPUPYEMOH CETH.

Ymeer:

- HACTPOUTH MApPUIPYThI JJIsI TepeIadn
MIAKETOB MEX/Iy CETAMH,

- HACTPOHUTH OECHpPOBOAHYIO CETh Ha
ocHoe Wi-Fi wmapmpyrusatopa ¢
BBIXOZOM B Internet;

- MOJIYYUTh CTaTUCTUKY 1o
pacrpeeNeHIIo ceTeBOoro Tpaduka mo
IPOTOKOJAM,  IIPOBECTH  aHaM3

CETeBBIX OJIOKOB JaHHBIX;
- HACTPOHUTH CETEBOE MPOTPaMMHOE

obecIieueHue.

Brnaneer:

- HaBbIKAMU HaCTPOUKHU
TUHAMHUYECKOU " CTaTUYECKOU
MapIIpyTU3aLUK;

- TmpueMaMH  KOH(UTYypUPOBaHHUS
oecripoBoanoii cetrn Wi-Fi;

- HABbIKaMM MOHUTOPHUHTA CCTCBOI'O
TpaduKa U HCCIeI0BaHUs TPOTOKOJIOB
ICMP, UDP u TCP.

ITK-7. CniocoGen [TK-7.1 TIpumensieT MeTOAbI 3Haer:
IPUMEHSATh METO/IbI 3alUThl UHGOPMALIUH B - obmue HPUHIUIIBI
3aIUThI MH(OPMAILIMOHHBIX CUCTEMaX (YHKIIMOHUPOBAHUS anmnapaTHsIX,
nHpopManuu U IPOrpaMMHBIX U IIPOrPaMMHO-
YIIPABIIATH anmnapaTHbIX CpencTB
0€3011acCHOCTBIO B aJIMUHUCTPUPYEMOH CeTH;
MH(POPMAIIMOHHBIX - OCHOBHBIE METOABI CErMEHTAalUU
cucremax CeTeBOro Tpaduka;

- TEXHOJIOTMH pasrpaHuyeHUs

JIOCTYTIa K CETEBBIM pecypcam.

Ymeer:

- BBITIOJTHUTH CErMEHTAIIUIO CETH;
- IPOBECTH aHAIIU3 CETEBOro Tpaduka

Ha npeamer BBISIBJICHHU A
IIOTCHIIMAJIBHO OIIACHBIX MMAKECTOB.
Brnaneer:

- HaBBIKAMH pa361/1eH1/151 CECTHU Ha
MOJICETH;

- HaBBIKAMH HACTPOWKU COCIMHEHUS
NOJICETEN Yepe3 MapHIPyTU3aTOPBHI.
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[1K-7.2 YnpaBnser 6e300acHOCTbIO | 3HAET:

B MH(OPMAILIMOHHBIX CUCTEMAX - HUHCTPYKLHMH IIO0 DKCIIIyaTaluH
aIMUHHUCTPUPYEMBIX CETEBBIX
YCTPOWCTB;

- Ha3HA4Ye€HWE, TUIBI M CHOCOOBI
CO3JaHUsl  CIHUCKOB  YIPABJICHUS
noctynom (ACL-criuckoB);

- METOBI 3alUTHl CETEBBIX CIYXO H
CEPBHCOB OT HECAHKIIMOHUPOBAHHOTO
JOCTYTIA.

Ymeer:

- HACTPOUTh CIHCKUA YIPABIICHUS
noctynoM (ACL-criuckn);

- HACTPOUTb  YYETHbIE JlaHHBIE
aIMUHHCTpPATOpa U IOJIb30BaTeseH
CETEBBIX CITY>KO U CEPBUCOB;

Braneer:

- MpUeMaMU pa3TpaHUYEHUs] JTOCTyIIa
K CETeBBIM pecypcaM, ciyxbam u
CepBUCaM.

- HaBBIKAMU HACTPOMKH CpPEJICTB
MPEOTBPAIICHHS aTaK B CETH.
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4. CTPYKTYPA U COAEPKAHUE JUCHUITJIMHBI

CTpyKkTypa AMCUMIJIMHBI:

Cewectp 5

CemecTp 6

CMONIEHCKHA
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Mimoro 32 goe

ARANEWIMECEN Y3008 ALATENINECE Y3005 ALAIEWNMECEN Y3005 E1-
bl e rEEsER a-mooms Ko woemn| 22 | Henene | gnemsone Kos Wowmn| 2 | Heneme | gsemane Hiom HiowT Hepary | FER | CRuETRS
Bosro Nex | M=zl | Mo (¥FO| CP Sosro| Nex | N2l | Mp |¥PO| CF Boarg Nex | M2l | Mp |¥PO| P Boano|
TaET. one TAKT. ars TaKT. ons
Fa [sace [T p—p— [ [ IEENEIEIEIE] [ EXEIE IEENEEIEIER [ IEXEIE [is5] =&
OBO3HAYEHMUA:

Buabl npomMekyTO4YHOM aTTecTaluu (BUIbI KOHTPOJIS):

K3 - DK3aMEH;

3a0 - 3a4eT ¢ OIECHKOM;
3a — 3auer.

Bunsl pador:

KoHTaKT. — KOHTaKTHas paboTa 0OydarOLUIUXCs C IpernojaBaTeeM;

Jlex. — NeKIHMOHHBIE 3aHSTHSA,
Jla6.— maGopatopHbie pabOTHI;
[Ip. — mpakTUYECKUE 3aHATUS;

KPII — kypcoBas paboTa (KypcoBoi IPOEKT);

PI'P — pacuetno-rpaduueckas padbora (pedepar);
CP — camocTosTenbHas paboTa CTyAEHTOB;
3.6.— 00BbEM JUCIUIUIMHBI B 324E€THBIX €IUHULIAX.



CMONEHCKWA
Hanpasnenue noozomosxu 09.03.01 « Unghopmamuxa u ebruuciumensHas mexHuxay» ( @uavan

IIpoguns nodzomoexu « Aemomamusuposannvle cucmemvl 06pabomK UHGHOPMayUL U YNpasienus» XS, .
PITJ] 51.B.08 «Cemegsie mexnono2uu» m>

“n
J

)

Couepmaﬂne AUCHUIIIMHBI:

Ne HaumeHOBaHNMEe BUIOB 3aHATHH  TEMATHK, COJEPKAHUE

1 Jlexnmonnsle 3austTug 15 mit. mo 2 yaca:
1.1. CereBoit u TpancnoptHbiii ypoBHu Moxaenu OSI. Ctexu cereBbix mpotokonoB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Ha6op mnpotokosio TCP/IP. MexcereBoit
npotokon |P.
1.2. Ilpotokon obmena ympasisommmu coodmeHusmu [CMP. IlpoTokosnsl TpaHCHOPTHOTO
ypoBus UDP, TCP.
1.3. ®opmar u Ttunel anpecoB I[Pv6. dopmupoBanme wuneHTH(UKAaTOpa UHTEpdeiica.
ITnanupoBanue noxacerert [IPv6. OtoOpaxkenue dusnueckux aapeco Ha [P-anpeca: mpoTokoss
ARP u RARP.
1.4. Mapupytu3auust 1 aBTOHOMHBbIE cucTeMbl. IIpuHnunel mapmpytusauuu. Cratnyeckas u
JUHaMu4ecKas Mapupytusanus. [IpoTokossl JMHaMUYeCKON MapuIpyTH3aluy.
1.5. OcHOBHbBIE TOHSTUA M OMNpPEAENIEHUs, CTPYKTypa U 00OpyIOBaHHE TJIOOAJIBHOWU CETH.
KommyTaTopsl ¥ MapiIpyTH3aTOpPhI II100aIbHbBIX CETEH, y1aleHHbIE MOCThI, MYJIbTUILIIEKCOPBI.
1.6. Tumel ¥ TeXHOIOIMM TI00ambHBIX ceTeil. CeTH ¢ BbIIENEHHBIMU KaHajgaMu cBszu. Cetu ¢
KoMMyTanueil kaHaiaoB. Ceru ¢ kommyTanuell makeroB. Ilne3nmoxpoHHas 1udpoBas uepapxus
PDH. Cunxponnas uudposas uepapxus SDH. Ctpykrypa u TexHomoruu ceru X.25. Ceru
Frame Relay. Texuonorus ATM. IP-ceTn.
1.7. CeaHcOBBIH, TpENCTaBUTENbCKUA W TpukiagHod ypoBu Mozpenu OSl. IlpuknagHoit
ypoBenb mojenu TCP/IP. CereBbie CllyKObI U CEPBHUCHI.
1.8. Otobpaxenue cuMBOIbHBIX aapecoB Ha [P-ampeca: ciayx6a DNS. ABTomaTuzanus
KOH(UTypHUpOBaHUsI CETEBbIX UHTEpdelicoB, nporokon DHCP.
1.9. CereBbie mnpusiokenus. OpHOpaHroBasi, (Qaill cepBepHass W KJIUEHT - CepBepHas
ApPXUTEKTYpHI CETEBBIX MPUIOKEHUH. THUIOBBIE CTPYKTYPBI KIIMEHTCKUX MPUIIOKECHUH.
1.10.  BecnpoBoanble cpenbl mnepenayd naHHbIX. CUTHanmbBl Ay mepefadyd MHGOpMaIuu.
Mogynsanust curranoB. [lpomyckHas crmocoOHOCTh KaHajma. MeToabl JOCTyNma K cpeie B
OecrpOBOIHBIX CceTsAX. TeXHOIOrus pacMpeHHoro cnekrpa. becripoBognsie cetn WiFi.
1.11. TIpoekTupoBaHue ceteii cemeiictea Ethernet.
1.12. Knaccuduxanus cpeicTB MOHUTOPUHTA M aHaIM3a. AHAIM3aTOPHI CETEBBIX MPOTOKOJIOB.
CeteBrble aHanmu3atopsl. KabenbHble CKaHEPHI U TECTEPHI.
1.13. Ilonsatne m obsacth mpuMeHeHus cucreM peanbHoro Bpemenu (CPB). IIpomsblnuieHHble
cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP. CeteBas uHPpacCTpyKTypa
IpPOMBIIITIEHHOT0 npeanpusatus. Uunycrpus 4.0, MHTENIEKTyalbHOE IPOU3BOJCTBO.
1.14. Wntepner Bemeii (10T). bazoBbie npuHIUIIBI. APXUTEKTYpA.
1.15. Cern mnocnenyromux mnokoiaeHui (NGN). OcobeHHocTH (YHKIMOHHUPOBAHUSA U
apxutektypa ceredd NGN. MynpTunpoTokoiabHas TpaHcnopTHas cerb. bynymme ceru (Future
Networks).

2 | JJabopaTopubIe paboThl 7 mT. 10 4 Yaca u 1 mmT. mo 2 yaca:
2.1. CerMeHTaLUs CETH U pa3rpaHUYEHHE JOCTYNA K CETEBBIM PECYPCAM.
2.2. HacTpoiika craTH4ecKoi MapIipyTH3aluH.
2.3. lunamuyeckas MapuipyTU3aliy.
2.4. KoHurypupoBaHue CETEBbIX CEPBHCOB.
2.5. Pa3zpaboTka KJIMEHT-CEPBEPHBIX CETEBBIX IMPHIIOKCHHI.
2.6. Kondurypuposanue 6ecripoBoanoi cetu Wi-Fi.
2.7. MOHHUTOPUHT CETEBOTO Tpaduka.
2.8. Kondurypupoanue cereBoit unppactpyktypbl 10T («ymHOro moma).

3 | CamocrosTenbHas paboTa CTy1€HTOB:
3.1. IloaroroBka Kk 3ammuTe 1aOOpaTOPHBIX padoT.
3.2. CaMOCTOATENBHOE U3YUEHUE TEOPETUYECKUX MATEPUAJIOB 10 CIEAYIOIIMM BOIIPOCAM.
IP-neiitarpamma. [Iporoxon NDP.
JIucTaHIIMOHHO-BEKTOPHBIE MTPOTOKOJIBI MapIIPyTH3aUHU. TeXHOIOTUN YIUIOTHEHUS ONTUYECKUX
ka"naaoB CWDM, DWDM u HDWDM.
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Pacnipenenennbie cereBble mpuiokeHus. CeMelcTBO CTaHAAPTOB OECIpPOBOIHBIX JOKAIBHBIX
cereit IEEE 802.11x.

Br16op cereBoro 060py/10BaHMsI 10 SKOHOMUYECKUM M TEXHUUECKUM KPUTEPUSIM.
Pacripenencunbsie  cuctembl  ympasieHus, SCADA-cucrembl, mnpombiinicHHbd — Ethernet.
[Tonnepxka kauectBa ycayr B ceTsx NGN. Texunonorus MPLS. Bupryanuszanus B Oyayumx
ceTsX, BUpTyasbHas cetb LINP.

3.3. IToaroToBKa K 3K3aMeHY I10 U CIHUILIMHE (OL[€HOYHbIE MaTepHaJIbl IPUBEEHBI B pa3zene 6
Hacrosmein PIIJT).

Tekyumuii KOHTPOJIb:
- IPOBEPKA KOHCIEKTOB JIEKIUI U JOMOJIHUTEIbHBIX TEOPETUYECKUX MATEPUAJIOB;
- IPOBEPKa OTUETOB 110 JJa0OpaTOPHBIM paboTam;
- 3a1uTa Ja00paTOPHBIX padoT.

Pe3ynbTaThl TEKyIero KOHTPOJs (UKCUPYIOTCS C MCIOJIb30BaHUEM TPEXOaUIbHONW CHCTEMbI
(0, 1, 2) npu npoBeneHUN KOHTPOJBHBIX HEElb 10 rpaduKy ¢uinaia B TEUEHUE CEMECTpa, a TaKkkKe
YUUTBIBAIOTCSI MpeEnojaBaTelIeM IpPU OCYLIECTBJIECHUU MPOMEXKYTOYHOM aTTECTAllMU 110 HAaCTOSALIEH
JUCLIUILINHE.

5. OBPA3ZOBATEJIBHBIE TEXHOJIOI'MH

Tabmuna - ObpazoBaTeIbHBIE TEXHOJIOTUH, UCIIOIB3YEMbIE TP peaTn3aliy pa3andHbIX BUIOB
y4e€OHBIX 3aHSATHH 1O JUCIUTIIINHE

Ne | Bunsl yueOHBIX 3aHITHIA OO0pa3zoBaTeNnbHbIE TEXHOJIOTUI
/o
1 Jlexkun Knaccuueckast (TpaauninoHHas, WHQOpPMAIMOHHAS) JIEKIUS B

dbopmaTe MyIbTUMEIUITHBIX MTPe3eH TaIHHl.

2 JlaGopaTopHbie paboTHI TexHonorus BBIIIOJIHEHUS 71a00PaTOPHBIX 3aaHui
WHJUBHUIYaJIbHO.

Texnonorus npoGiaemMHoro o0yueHus Ha OCHOBE aHaJIM3a
pe3yabTaToB Ja00paTOPHOI paboThI: HHAMBHYaJIbHBII OIPOC,
IIPE/ICTABICHUE CTYIEHTOM PEe3yJIbTaTOB JJAOOPaTOPHOM paboTHI B
¢dopme oruera.

3 CamocrosiTenbHas pabota HNudopMainoHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTUU (AOCTYN K
crynentoB (BHeayautopHas) | OQUOC ¢mmana, xk ObC ¢unuana, noctyn Kk UuHPOPMAIMOHHO-
METOJIMYECKUM MaTepHaliaM Mo AUCHUTLINHE).

4 Koutpons (mpomexxyTouHas | TexHOJIOrHsl yCTHOT'O Ompoca.
aTTeCTallMs: YK3aMEH)
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6. OIEHOYHBIE MATEPHUAJIBI JUISI TEKYIIETO KOHTPOJISI U
IMMPOMEKYTOYHOM ATTECTALIMHY — JJIS1 OEHKHN KAUYECTBA OCBOEHUSI
JTUCHUTIINHBI

K HpOMe)KYTOqHOfI aTTeCcTalnuu CTYACHTOB Mo JUCHUINNIMHE MOI'yT MHPUBJICKATHCA
npencTaBuTeNM  paboTomareneid, mpenojaBaTeNM  MOCIHENYIOIIMX  JAWCHUIUIMH, 3aBEAYIOIIHE
Kadenpamu.

OI_ICHKa KaueCTBa OCBOCHHUA AJUCHUIIJIMHBI BKJIHOYACT KakK TeKYH_II/If/'I KOHTPOJIb YCIICBACMOCTH,
TaK ¥ MPOMEKYTOYHYIO aTTECTAIIHIO.

OHCHO‘IHLIG CPCACTBA TCKYIICTO KOHTPOJIA YCIICBACMOCTU

Bomnpocs! asist 3anmThl 1abopaTopHON paboTh
«CerMeHTalMs CETH U pa3rpaHUUYEHHE JOCTYIa K CETEBBIM pecypcam »

1. Yto Takoe cerMeHT ceTH, noaceTs? [1o kakum nmpudmHaM 1esnecoo0pa3Ho MPOU3BOAUTE pa3OueHUE
CeTH Ha rojceru’?
Kakue MeTonbl cerMeHTaIllK CETH BbI 3HaeTe?
Kaxum obpazom ocyriecTBisieTcs: pa30OMeHre CeTH Ha MOJICETH C MOMOIIbI0 MacKu?
Kak onpenenuts HeoOX0AMMOE YHCIIO pa3psaoB Ha anpec noacetu? Ha aapec xocta?
Jaiite onpeaenenue Mmapupyrusaropa. Yto Takoe nuio3?
KakoBa Tomnosorust coeinHeHHs NOJICETEN ¢ MTOMOLIBI0 MaplIpyTu3aTopa?
Kaxune HacTpoiiku HEOOXOJUMO BBIIOJHUTH, YTOOBI XOCTBHI IBYX MOJCETEH, COEAMHEHHBIX 4epes3
MapIIpyTH3aTOpP, CTAJH BUIETh APYT Apyra?
8. Haiite onpenenenne cnucka ynpasieHus goctymnoMm (ACL). Jlns kakux menei OH UCroib3yercs?
9. Kakue cymecTByrOT TUIIBI U crtoco0bl co3nanus ACL-criuckoB?
10. KakoB cMHTaKCHC HIMEHOBAaHHOTO PACIIMPEHHOTO CIHCKa?
11. Kakum 06pa3oM CO3IaHHBIN CIIUCOK MPUKPEIUIAETCS K nHTepdelicy Mapuipytuzaropa?
12. Kak mpocMOTpeTh CIIUCKH JOCTYIa Mapiipytu3aropa? Kak ynanute cicok gocryma?
13. UYro w3 cebs mnpeacTaBimsieT MIa0NOH MackW mpaBuia crnumcka? Jlns kakux 1enedl oH
ucnoib3yerca? B uem ero ommumne ot Macku cetu?
14. Yro Takoe oOpatHas macka? Kakum oOpa3oM €€ MOXXHO HCIIONB30BaTh It (OPMUPOBAHUS
11abJI0Ha MacKH MpaBuja crucka?
15. KakoBo aelicTBue 1maba0HOB host 1 any B paBuJie CIIUCKa g0CTyma?

Bomnpocs! asist 3anmThl 1abopaTopHON paboTh

«Hacrpoiika cTtaTHuecKOi MapLIpyTU3aLi»
Jaiite onpeneneHyre MapIpyTU3aluy, MapupyTa, TabIMLbl MApIIPYTOB, MapUIpyTU3aTOpPA.
Kak coenHUTh MapuIpyTH3aTOPHI 10 MOCIE0BATEIbHOMY UHTEpdeiicy?
Kak nactpauBaetcs nntepdeiic MapmpyTuzatopa, MOAKIIOUEHHBIA K BHEIIHEH ceTn?
Kak nactpauBaetcs nntepdeiic MapmpyTuzatopa, MOJKIIOYCHHbIN K BHyTpEHHEH ceTu?
Kakum criocoOsI 3a1aHusl MapuIpyTOB BbI 3HaeTe?
Kak 3a1ate ctaTuueckuii MapupyT K orpeiesIeHHONH ceTH ?
K kakum nntepdeiicam MapipyTu3aTopa MOXXHO IMOJKIOYUTh KOHEYHOE 000py10BaHuE?

Bonpocs! as 3ammThl 1a00opaTOpHON paboThI

«J/IluHamMu4eckass MapupyTHU3aLUN»
HazoBuTe Ha3HaueHUs1, TOCTOMHCTBA M HEJJOCTATKH MPOTOKOJIA MapIpyTHO# nHpopmanuu RIP.
OcobeHHocTH MPOTOKOIOB AMHaMuueckoi mapuipytuzanun EIGRP, OSPF? BGP.
Onummre cxemy pabotsl mpotokosa RIP.
Onummre cxemy padotsl mpotokona OSPF.
Kakwue neiicTBus HEOOXOAUMO BBIIOJHUTD, YTOOBI HACTPOUTH ITpoTOKoN RIP Ha mMapuipyTu3aTopax?
Kak mpoBepuTh npaBUIBHOCTH paboThI poTokona RIP?
Kak coxpaHuTh KOHPHUTYpaIHIo MapuIpyTU3aTOPOB?
10
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Bonpocs! ans 3ammThl 1a00opaTOpHOH paboThl
«KoHnpurypupoBaHue ceTeBbIX CEPBUCOBY

1. Yro Takoe cereBas ciyk0a, B 4eM COCTOMT OTJIMYHE CETEBOM CIIy>)KOBI M ceTeBoro ceppuca? Jlaiire
OIpe/IeTICHNE TOHATHS TTOPT.
2. Jlaiite onpenenenue DHCP cepBepa? Kaxoii cereBoii cepBuc oOecrnieunBaer? Ha ocHOBe kakoro
IPOTOKOJA paboTaeT, Kakue pyHKIHUU BbINoIHSAeT? Kakue mopTsl HCOIb3yIOTCS?
3. Kakum o6pa3oMm Ha Mapuipytusatope KoHpurypupyercs myn |IP-aapecoB 1i1si KOMIBIOTEPOB
MoJIb30BaTeNs?
4. Kaxum o0pa3zoM Ha cepBepe KoHpurypupyetcs myia [P-agpecoB 11 KOMIbIOTEPOB M0JIb30BATENSA?
5. Haiite onpenenenne FTP cepsepa? Kakoil cereBoii cepBuc obecneunBaer? Ha ocHOBe Kakux
MPOTOKOJIOB paboTaer, kKakue QyHKUUHU BInmonaHsaeT? Kakue mopThl ncnoyb3yoTces?
6. Kakue cymectBytot crioco0sl joctyna k FTP cepsepy?
7. Kakue mpoTOKOJIbI UCTIOJIB3YIOTCS I oO0ecnedeHus 0e30macHoi nepeaadn ¢aiios?
8. Kax nactpouts ciyx0y FTP na cepsepe?
9. Kakum 00pa3om ¢ MoJib30BaTeNIbCKOr0 KOMITBIOTEPA 3arpy3uTh (paiiin Ha cepBep UM ¢ HETO?
10. [aiite onpenenenne HTTP (WEB) cepBepa? Kakoii cereBoii cepuc obecneunBaer? Ha ocHoBe
KaKoro mpoTokoja paboraeT, kakue (GyHKIMH BhimonHAeT? Kakue mopThl HCTIONB3YIOTCS?
11. Yro o3nauator abobpeBuatypsi HTML, URL, HTTPS?
12. Kak mnactpouth Web-cepBuc Ha cepBepe? Kakum o00pa3oM MOXHO MpPOBEPUTH €ro
paboTOCIIOCOOHOCTH?
13. [aiite onpenenenue DNS cepBepa? Kakoii cereBoii cepuc odecneunBaer? Ha ocHOBe Kakoro
IPOTOKOJIa paboTaeT, Kakue GyHKIMH BbIIoJMHAET? Kakue mopThl MCIOJIB3YIOTCA?
14. Yro Takoe JOMEHHOE UMs, KAaKOBBI IpaBHJIa €ro GOpMUPOBaAHHUS?
15. Kak mnactpoutb DNS-cepuc nHa cepBepe? Kakum 00pazoM MOXHO TPOBEPUTH €r0
paboTOCTIOCOOHOCTH?
16. J[laiite onpeneneaue EMAIL cepepa? Kakoii cereBoii cepBrc obecrieunBaer? Ha ocHOBE Kakux
MIPOTOKOJIOB paboTaer, kKakue GpyHkuuu BoimoHseT? Kakue mopTsl HCOTB3YIOTCS?
17. Kak HacTpouTh TOUYTOBYIO Choyx0y Ha cepBepe? Kakum o00pa3oM MOXKHO TpPOBEpUTH €&
paboToCIOCOOHOCTH?

Bomnpockr 1uist 3amuThl 1a00paTOpHON padoTh

«Pa3paboTka KJIIMEHT-CEPBEPHBIX CETEBBIX MPHUIIOKEHUN»
1. Kakum 00pa3oM MPOMCXOAUT KOMMYHHUKAIUS MEXKIY KIMEHTOM U cepBepoM Io nportokory TCP?
Yro Takoe coket?
Kaxune KOMITOHEHTHI UCTIONB3YIOTCS JIJIsl CO3/IaHUs KJIMEHT-CEPBEPHBIX MPHIOKEHUH?
Ha3zoBute OCHOBHBIE CBOICTBA KOMITOHEHTA CEPBEpA.
HazoBuTe 0cHOBHBIE CBOWCTBA KOMIIOHEHTA KJIMEHTA.
Kaxkne neiicTBus BBIIOIHSIOTCS NIPHU 3aIyCKE CEPBEPHOM YACTH IIPUIIOKECHUS?
Uro Takoe KpuTHUecKas cekuusa? Kak 3anmporpaMMupoBaTh KPpUTHIECKYIO CEKIIHIO ?
[TosicHuTe MUCTUHT MpOLeTypbl 00CITYKUBaHUS TOTOKA 3allpoca Ha cepBepe.
[TosicHUTE TUCTUHT MPOLIETyPbl OTIPABKH 3aIpoca C KJIMEHTa Ha cepBep.
Kaxum 006pazom MOKHO OpraHU30BaTh lepeady COOOLICHUN MeX Ay KIUEHTaMU?
Bonpocs! ans 3ammThl 1a00opaTOpHON paboThI
«Kondurypupopanue 6ecpoonnoii cetu Wi-Fi»

JlaiiTe onpenenenue 0eCrpoBOIHOMN ceTH?
Kakwue ocnoBubie ctangaptel WLAN onpenenser IEEE? Uem onu oTimmuarotcs?
Yro o3HauaeT abOpeBuarypa Wi-Fi?
Kaxue crangapret WLAN oGecnieunBaroT ckopoctH nepenadu 6ompine 1 ['out/c?
Kaxkue pexomenmamnum npucyTcTBYIOT B Habope nmpoTokosio 802.11x7?
Kakwue ycTpoiicTBa 1 KaHaJbl CBS3H MCIOIb3YIOTCS P MOCTPOSHUH OECIIPOBOJHBIX CeTE?
Ha3zoBuTe OCHOBHBIX Pa3HOBHIHOCTH HcoIb30Banus Wi-Fi mpu mocTpoeHnHn JTIOKaIbHBIX CEeTeH .
Kak HacTpouTh KOMIBIOTEP HA MOJKIOYEHHE B CETh Uepe3 OECIIPOBOJHBIN poyTep?

11

oSNl wN

NN E



CMONIEHCKHA
Hanpasnenue noocomosxu 09.03.01 «Anghopmamura u 8prduciumensHas MexHUKa» ( @wunuan

f 4
Ipoguns noocomosku « Aemomamusuposantvie cucmemvl 06pabOMKU UHDOPMAYUY U YRPABTEHUA e 4§
PIT/] 51.B.08 «Cemesble mexnonoauu» M3n_

9. Kak HacTpouTh HOYTOYK Ha MOAKJIIOYEHHE B CETh Yepe3 0ecrpoBOAHBIN poyTep?
10. Kak Hactpouth cMapT(OH Ha MOAKIIOYEHUE B CETh Uepe3 OeCcIpOBOIHBIN poyTep?
11. Kakwue HacTpOKKH HEOOXOAMMO BBIITOJHUTh B «CETH ITpOBanaepa»?
12.  Yro coboit mpencrapisier TexHomorus NAT u Ui Kakux 1ejIei oHa UCIOJIb3yeTCs ?

Bonpocs! ans 3ammThl 1a00paTOpHOM paboThI

«MOHHUTOPHHT CETEBOTO Tpaduka»

JI71st KaKuX 11eei MPOBOAUTCS MOHUTOPHHT Tpaduka ceTu?
Kak BBINONHUTE 3aXBaT ceTeBOro Tpaduka padodeld cTanuuu?
Kak MO>XHO onpenenuTh NpUHAIIEKHOCTD MTAKETa Y31y CETH U IPOTOKOILY?
Kak noxy4uTts 001IyI0 CTATUCTHKY 110 3aXBaTy?
Kak noxyunTts nHpopmMalnio o pacupeneneHnn tpaduka no npoTokonam?
Kaxoit Tpaduk moTeHmanbHo onaceH?
Ha3nauenwue u cTpykTypa coobmienus nmporokoia I[CMP.
CoOop u ananu3 ganHbIX mporokona ICMP o nokaneHbM y3i1aMm B iporpamme Wireshark.
Hasnauenue u ctpykTtypa neirtarpammsl nporokosna UDP.
0. Coop u ananmu3 manHbiXx nporokoiga UDP B mporpamme Wireshark mpu oGpariieHuu kK cepBepy
DNS.
11. Kak ucnonszyercs mpotokon UDP mpu ompenenenun IP-agpeca xocta mo ero IOMEHHOMY
uMeHu?
12. Kakum o6pa3om B criucke makeroB UDP MoxHO HaliTH 3amuch CTaHAAPTHOTO 3aMpoca, K KaK OMy
60 xocty? Kakue cBeeHus coepXaThCsl B TOM CTPOKE.
13. Kakum oOpa3oM 1o CBEICHHSIM O CTaHAAPTHOM 3ampoce MoxkHO omnpeaenuts [P u MAC-agpeca
KOMITBIOTEPa-UCTOYHUKA 3allpOca, OCHOBHOTO MLTI03a?
14. Kakwue cBenenus o cranaaptHom DNS-3ampoce comepikartcs B okae User Datagram Protocol? B
okane Doman Name System (query)?
15. Kak u3MeHstoTcst posii UICTOUHMKA U HazHaueHust B DNS-3anpoce u DNS-otBere?
16. Haznauyenue u npuHuun pa6otel nporokona TCP.
17. Co6op u ananu3 aanubix npotokosia TCP B nporpamme Wireshark.
18. Kak Ha3pBaercs mporecc ycranoBieHnusi ceanca TCP Mexny kinueHToM U cepBepoM? M3 Kakux
ATaIoB OH COCTOUT?
19. Kaxum 06pa3oM B CIIMCKE TAKETOB HATH CErMEHT MEPBOTo 3Tana TPEXITATHOTO KBUTUPOBAHUS?
Kak nepeiitu Ha cieayromuii CeTMEHT TPEX3TAaTHOTO0 KBUTHPOBAHUS?
20. Kakwue cBenenus o cermente TCP coneprkarcs B okae Transmission Control Protocol?
21. Ha ocHoBaHuu Kakoil nHpopmanuu u3 3aronoBka cermenta TCP MOXKHO cenaTh BBIBOJ O TOM,
yto coeauHenne TCP nacrpoeno?
22. Kakum obpazom B Wireshark MoXHO OTOGHIBTPOBATH MAKEThI COCAMHEHUS MEXKIY JABYMSI
cokeramu?
23. Kak Haiitu 3akmountensHbiii naker TCP-ceanca?

RO ~NoOohkowhE

Bormpocs! 115 3ammThl 1a00paTOPHOM padoThI
«Konpurypuponanue cereBoit uHGppacTpykTypsl 10T («yMHOro noma»)»
1. Jlaiite ompenenenue TakuMm noHsATUAM Kak «Wugyctpus 4.0», «I[Ipombimnenusiii MHTEpHETY,
«MHTEpHeT Bemen», «YMHOE IPEANPUATHEY, « Y MHBIA JOM.
2. Kakue yHKIIMOHANBHBIE YPOBHU UMeeT apxurtektypa [0T?
3. Uto BHI OTHECETE K ceTeBoi nHPpacTpykTrype 10T?
4. VI3 KaKuX yCTPOMCTB COCTOUT MHTEIUICKTYyaIbHAs JOMAILHSIS CETh?
5. Uto HeoOXoauMO clienaTh, YTOOb! MOJAKIIOUUTE HOBOE CETEBOE YCTPOIMCTBO B MHTEJUIEKTYAIbHYIO
JoMaliHiok ceTh? Kakue crnocoObl MoaKII0ueHNs Bbl 3HaeTe?
6. Kakum oOpa3om no0aBiisieTcsi IpOBOIHOE YCTPOICTBO BBOJa-BhIBOIA?
7. Kak no6aBuTh GECripoBOIHOE YCTPOHUCTBO BBO/Ia-BhIBO/IA?
8. Kakum 00pa3oM HacTauBaeTcs MHTEIUIEKTyalIbHOE CETEBOE YCTPOMCTBO?
12
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O11eHOYHBIE CPEICTBA JIJI IPOMEKYTOYHOM aTTECTAIlUHN:

[Ipumepsl BONPOCOB K 3K3aMEHY 10 AUCLHUIIIMHE

CeteBoii 1 TpaHCHOPTHBIN ypoBHU Monemmn OSI.
Creku cereBbix poTokosioB [PX/SPX, NetBIOS/SMB, DECnet, SNA, OSI.
Ha6op mporokonoB TCP/IP. Unkancynsmus.
Me:xcereBoit nporokos IP. IP-nelitarpamma.
[TpoTokon ooMeHa ynpapistomumu coodmenusmu [CMP.
ITpoTokon TtpancnoprHoro yposHst TCP. @opmat cermenta. TCP-opTsl.
[IpoTokon tpancnoptHoro ypoBHst TCP. YcranoBnenue coenunenus TCP. [lepenaua naHHbIX MO
METOly C IPUMEHEHUEM OKOH.
[Ipotokon tpancnoptHoro ypoBHsi UDP.
®opmar aapecos [Pv6.
Tune! agpeco [Pv6: rno0anbHbIN IOHUKACT, YHUKAJIbHBIE JIOKAJIbHBIE aJJpeca, JIOKaJIbHbIE ajip eca.
Tumner anpecoB IPv6: mynbpTHKacTOBBIC agpeca, HeONpeneneHubId aapec, loopback , anpeca [Pv4,
otoOpaxenHsle B [Pv6, anbrepHaTHBHBIC aapeca.
[TnanupoBanue noxacereit [Pv6.
OroOpaxenue ¢puzndeckux aapecoB Ha [P-anpeca: mpotokossr ARP u RARP.
IIporokon NDP.
MapupyTu3anus 1 aBTOHOMHbBIE CHCTEMBI.
[TpuHIIUTIEI MapIIPYTU3ALIHH.
Cratuueckas 1 JTMHaMHUUY€CKasi MapIIpyTH3aLUs.
IIpoTOKOIBI AMHAMUYECKON MapIIPyTU3ALUH.
JucTaHIIMOHHO-BEKTOPHBIE TPOTOKOIBI MAPIIPYTU3ALIMH.
['moGanbHbIE CETH: OCHOBHBIE MMOHATHS U ONpeeneHus, GQyHKIIMN U CEPBUCHI, POCCHIICKUE
r100aabHbIE CETH.
CtpykTypa u 000pyn0BaHUe II100aNnbHOM CETH.
KomMMyTaTopsl 1 MapuipyTu3aTopsl riI00adbHBIX CETEH, YIaleHHbIE MOCTHI.
MyJIbTUILIIEKCOPBI.
Cetu ¢ BbIICIICHHBIMU KaHanaMu cBsi3u. DOusnueckas BbIACICHHAs IMHUS CBsi3U. Paguopeneiinas
CBSI3b.
Certu c BbIZICIEHHBIMU KaHalaMu cBsi3U. LlnpoBas BbiieneHHas TNHUS.
Cetu c KOMMyTalMel KaHAJIOB.
Certu ¢ KOMMYyTalMel MaKeTOB.
[Tne3noxponnas uudposas uepapxus PDH.
Cunxponnas uudposas uepapxust SDH.

MynbTuriiekcopsl U Tonosoruu cereit SDH.

TexHonoruu ynjioTHeHus ontudeckux kanaitoB CWDM, DWDM u HDWDM.

CrpykTypa U TexHoJioruu cetu X.25.

Cetu Frame Relay: obmme cBenenusi, apXuTeKTypa.

Certu Frame Relay: crpyktypa u o6opynoBanue, noaaepxka nmapametpon QoS.

Texnonorus ATM: obmmue cBenenus, apxurekrypa cereit ATM.

Texunonorus ATM: monens ATM, kauecTBo obcyxuBaHus QoS.

IP-cetn.
CeaHCOBBIH, IPeICTaBUTENILCKUI U TpUKIaIHOi ypoBHU Moaenu OSI. I1pukianHoil ypoBeHb
monenu TCP/IP.
CerteBble CyKObI U CEPBUCHI.
Cnyx6a DNS: obmme ceneHusi, nepapxus umen DNS.

®opmat DNS coobmienuit u tunsl 3anuceit DNS.
ABTOMaTH3anMs KOH(QHUTYpUPOBaHUS ceTeBbIX HHTEepdeiicoB, mpotokon DHCP.
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CereBble npuiokenus: onHopanrosas (P2P) u ¢aiin cepBepHast apXUTEKTypBhI.
CeteBble MPUIIOKEHUS: KIUEHT - CEpBEpHAsi apXUTEKTypa.

Tpex3BeHHast apXUTEKTypa C CEPBEPOM MPUIIOKEHUM.

TunoBele CTPYKTYpPbI KJIMEHTCKUX IPUITOKEHUM.

CMONIEHCKHA
( @UNnAn

)
|

VBN

PacnipeneneHHble ceTeBble PUIIOKEHHUS. [[peBOBHIHASA apXUTEKTYpa pacpeleIéHHbIX CUCTEM

Pacnipenenennsie ceTeBbie nmpuiiokeHus. Cucrema mpsiMoro oOMeHa JaHHBIMHU.

becnipoBonHble cpenbl nepenaun JaHHbIX. CUrHAIBI 1711 epenayu uHpopmanuu. Monynsanus

cursazuos. [IponyckHas cnocoOHOCTH KaHama.
MeTozs!l nocTymna K cpesie B OeCpOBOJHBIX CETSIX. TE€XHOJIOTHsI PaCIIMPEHHOIO CIEKTPA.

becnipoBonnbie cetrn WiFi. CemeiicTBo cranmapToB OecrpoBOAHBIX JoKanbHbIX cereil IEEE

802.11x.

[TpoexkTrpoBanme cereii cemerictBa Ethernet.

Bri6op cereBoro o60py1oBaHus Mo YJKOHOMUYECKUM M TEXHUUYECKUM KPUTEPUSM.
Knaccudukanus cpeacTs MOHUTOPUHTA U aHAJIN3A.

AHanM3aTopbl CETEBBIX IPOTOKOJIOB.

CereBble aHanu3aTopbl. KabGenbHble CKaHEPBI U TECTEPHI.

[Tonatue u obacTu mpuMeHEeHHs cucTeM peanbHoro Bpemenu (CPB).
ITpomeinuiennsie cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP.

CereBas uH(GpaACTPYKTypa MPOMBIILIEHHOT'O MPEANPUITHSI.

Pacnipenenennsie cucremsl ynpasiaenus, SCAD A-cuctemsl, npoMbliiuieHHbIH Ethernet.
WNupyctpus 4.0, MTHTEIEKTyallbHOE ITPOU3BOICTBO.

Untepner Bemeilt (1oT): monsitue n 6a3oBble NPUHIUIIBL.

Apxutektypa loT: ypoBHU CEHCOPOB M CEHCOPHBIX CETEH, IIITF030B U CETEH.
Apxurtektypa [oT: cepBUCHBIN YPOBEHb U YPOBEHb ITPUIIOKECHHI.

[Tonsatue u HOpMaTuBHAs 6a3a cereit NGN.

OcoGenHocty (YyHKIIMOHUPOBAHUS U apxUTeKkTypa cereit NGN.

My JIbTUIIPOTOKOJIbHAS TPAHCIIOPTHAS CETh

[Tognepxka kauectBa ycayr B ceTax NGN. Texunonorus MPLS.

Cern Future Networks.

Bupryanuszanus B Oyaymux ceTsix, BUpTyaibHas cetb LINP.

HpI/IMCp MMPAaKTHYICCKUX 3aI[aHPII>i, BBIHOCHMBIX Ha 3K3aMCH, AJIA IIPOBCPKU ITPAKTHYICCKUX YMCHI/Iﬁ u

HABBIKOB CTYACHTOB I10 JUCHUIIJIMHC

Jlns 3aJaHHBIX MCXOMHBIX JAHHBIX CeTH paccuuTarth nojaceru IPv4. Aapec cetu: 172.21.0.0.
KommuectBo mopcereit: 3. KomuuectBo xoctoB B mepBoil moncetu: 490. KoimuecTBO XOCTOB BO
Bropoil moncetu: 210. KomnuectBo xocToB B TpeTheil moaceru: 40. B cetu, mocTpoeHHoil B ¢aiine
zadachal, mpoBepHuTh IPABUIBHOCTH BBIMOIHEHHBIX PACUETOB.
B certn, nmoctpoennoit B (aitsie zadacha2 coeguuuth moacetd 1 u 3 Takum 0Opa3oM, 4TOOBI
XOCTBI TOACETH | BUAETH XOCTHI OJICETH 3.
B ceru, mocrpoenHoii B daiine zadacha4, u3MeHUB MacKy, J0OMTHCS, YTOOBI BCE XOCTHI BH/JICITH
npyr npyra. Hactpoute Web-cepBuc Ha cepBepe moaceru (0. Hactpouts ciy:x0y DNS nHa cepepe
MOJICETH 3 ¥ MPOBEPHUTH BOZMOXKHOCTH MMPOCMOTPA BEO-CTPAHUII IO TOMEHHOMY UMEHH.

B ¢unmane ucnonp3yercs cucteMa ¢ TPaJAUIIMOHHON MIKAJION OIeHOK — "oTnu4Ho", "Xopormio",

"YIIOBIETBOPUTEIBLHO", "HEYIOBIETBOPUTENBLHO", "3aureHo", "He 3aureHO" (maiee - nsTHOAIILHAA
M b b

CHUCTEMA).
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dopma mpOMEXyTOUHOM aTTeCTAllMK 10 HACTOSIIEN AUCHUIIIIMHE — 9K3AMEH.

[TpuMeHsieMble KPUTEPUH OLEHMBAHMS 10 JUCHUILIMHAM (B COOTBETCTBHU C MHCTPYKTHBHBIM
nuceMoM HUY MBU ot 14 mas 2012 romga Ne 1-23):

Onenka Kpurepuu oLeHKH pe3ysbTaToB
o 00y4eHHs 110 11 CLIUTINHE

JUCLUIIIIMHE

«oTnuuHO»/ | BeicTaBmsercs oOy4aromemycsi, 0OHapyKUBIIEMY BCECTOPOHHEE, CHCTEMAaTHYECKOE U

«3a4TEHO riry0oKoe 3HaHHe MaTepruasioB U3y4EeHHOM TUCIUIUINHBL, YMEHHE CBOOOAHO BBHITOIHSITH

(oTnuyHO)»/ | 3amaHudA, MPEAyCMOTpPEHHBbIE IPOrpaMMOM, YCBOMBIIMII OCHOBHYIO M 3HAKOMBIH C

«3aUTECHO JOTIOJIHUTENBHON ~ JUTEpaTypoil,  peKOMEeHJOBaHHOW  pabouell  mporpammon
JUCLMIUIMHBL, IPOSBUBLIEMY TBOPYECKHE CIIOCOOHOCTH B NOHMMAaHHMM, U3JI0XKEHUU U
HCIOJb30BAaHUU MaTEpUaJOB M3yYEHHOU IUCLUIUIMHBI, 0€3yNpEeYyHO OTBETHUBIIEMY HE
TOJIbKO Ha BOIPOCHI OMJIETa, HO U Ha JIONOJHUTEJIbHBIE BOIPOCHl B paMKax pabouei
[IPOrpaMMbl  JUCLUILIMHBI, IPAaBUJIBLHO BBIIIOJHUBIIEMY IIPAKTUYECKOE 3aJaHHUE.
OueHka MmO JUCHMIUIMHE BBICTABIIOTCS OOydaroUleMycsi ¢ Y4€TOM pe3yJbTaToB
TEKYILEro KOHTPOJIS.
Komnerenuuu, 3akperui€éHHble 3a JUCHUILUIMHOM, c(HOPMUPOBAHBI HAa YpOBHE —
«OTaJIOHHBINY.

«xoporoy/ BrictaBiisiercss  oOyuwaromiemycs, OOHapyXHBIIEMY IIOJHO€ 3HAaHUE MarTepuala

«3a4TEHO WU3Y4EHHOM JUCLUIIJIMHBL, YCIEIIHO BBIIOJHAIOUIEMY IIPEIYCMOTPEHHbBIEC 3aJaHus,

(xoporo)»/ YCBOUBILIEMY OCHOBHYIO JIMTEpaTypy, PEKOMEHJOBaHHYI0 paboueill mporpammoil

«3a4TCHO» JUCUUIIIMHBL, I10Ka3aBUIEMY CHUCTEMAaTUYECKHM XapakTep 3HAHUU 110 JUCLUILIMHE,
OTBETHUBIIEMY Ha BCE BOIPOCHl OwmieTa, MPAaBUJIbHO BBHIMOJHUBIIMNA TMPAKTHUECKOE
3aJjaHMe, HO JIONMYCTHBIIMI IpU 3TOM HENpUHUIUNHaIbHbIE omMOKku. OleHka 1o
JUCHUIUIMHE BBICTABIAIOTCS oOOydalmemMycss ¢ yd4€ToM pe3yJbTaTOB TEKYIIEro
KOHTPOJIS.
Komnerenuuu, 3akperui€HHble 3a IUCHUIUIMHON, c(OpPMHUPOBAHBI Ha YpOBHE —
«IIPOJBUHYTHIN.

«ynoBieTBop | BeicTaBnserca oOyuwaromiemycs, OOHAapyKHMBIIEMY 3HaHHE MaTepuaja H3YYEHHOMH

UTETHHOY/ JUCLMIUIMHBL B 00beMe, HEoOXOIMMOM Ui JajibHeWIned ydeObl M mpencTrosiei

«3a4TEHO paboThl MO Hpodeccuu, CIPaBIAIOMIEMYCSl C BBIIOJIHEHUEM 3aJaHUN, 3HAKOMOMY C

(YIOBJETBOp | OCHOBHOM JHMTEPAaTYpO, pPEKOMEHAOBaHHOW paboyeil mporpamMmMoill IUCHUIIIMHBL,

UTEJIBHO)»/ JIONYCTUBIIEMY IIOIPEIIHOCTh B OTBETE HAa TEOPETUYECKHE BOIPOCHl W/WIM IpU

«3a4TCHO» BBINOJIHEHUH MPAKTUYECKUX 3aJaHUi, HO o0jajarolieMy HeOoOXOAUMBIMU 3HAHUAMHU
JUIi MX YCTpaHEHHUs I0J PYKOBOJACTBOM IpenojaBaTeis, MO0 HENpaBUIbHO
BBIIIOJIHUBIIEMY IIPAaKTUYECKOE 3aJaHMe, HO 10 YKa3aHHIO IPEnoJaBaTelIs
BBIIIOJIHUBILIEMY APYTHE IPAKTUYECKUE 3aJTaHUSI U3 TOIO K€ pa3iena Iy CHUTIUHEIL.
Komnerenuuu, 3akperui€éHHble 3a JUCHUILUIMHOM, C(HOPMUPOBAHBI HAa YpOBHE —
«TIOPOT OBBIN».

«HeynoBierB | BoicTaBiserca oOydaromemycsi, OOHapyKUBIIEMY CEpbe3Hble MpPOoOeNbl B 3HAHUSIX

OPUTENBHO»/ | OCHOBHOTO MaTepuaja W3y4YeHHOH AWCHUIUIMHBI, TOMYCTUBIIEMY NPUHIMIINAIbHbIE

HE 3a4TEHO OIIMOKM B BBHINOJHEHUM 3a/laHUil, HE OTBETHBILIEMY Ha BCE BOIPOCHl Ouiera u

JIOTIOJIHUTENBHBIE BOIIPOCHI M HENPABUIILHO BBINOJHUBIIEMY IIPAKTUYECKOE 3aJaHuE
(HempaBWJIBHOE  BBIMIOJHEHHE TOJBKO MPAKTHUECKOro 3aJaHusi He sBIeTcs
OJTHO3HAYHOW MPHYMHOM [IJIs1 BBICTABJICHMSI OL[EHKU «HEYAOBIETBOPUTENBHOY»). Kak
IIPaBUJIO, OLIEHKA «HEYIOBJIETBOPUTEIBHO CTABUTCSA CTYJEHTaM, KOTOpPbIE HE MOLYT
NPOJOJDKATE OOy4YeHHE 10 00pa30BaTeNbHOM mporpamMMe 0e3 JTONOJHUTEIbHBIX
3aHATUN MO COOTBETCTBYIOLIEH aAucuuIUIMHE. OLEHKa M0 AMCUMILIMHE BBICTaBJISIOTCS
oOyyaroniemycsi ¢ y4€TOM pe3yJbTaTOB TEKYLIEro KOHTPOJIS.
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Onenka Kpurepun onieHKu pe3ysbTaToB
1o 00y4yeHus 1Mo AUCHUILTIHE
JUCLUIIIINHE

KoMmmereHnnn Ha ypOBHE «IIOpPOTOBBII», 3aKpeIUIEHHBIE 3a JHUCHMIUIMHOM, HeE
cOpMHUPOBAHBI.

7. MATEPUAJIBHO-TEXHUYECKOE OBECITEYEHHUE JUCIHUITJINHBbI
Y4yeOHoe u yueOHO-1a00paTOpHOE 000pYyA0BaHHE

Jl1s npoBeieHUsl JTeKIMOHHBIX 3aHATHH MCIONb3yeTCs yueOHas ayIUTOpUs Ui IIPOBEIECHHS
3aHATUHA CEMUHApPCKOIo THIA, TPYNIOBBIX U MHAWBUIYAJIbHBIX KOHCYJbTALIUN, TEKYIIEr0 KOHTPOJIS U
IPOMEKYTOUHONW aTTECTalluM, OCHAIlEHHas CIIEHUaIU3UPOBAHHOW MeOeNnblo; AOCKOH ayIuTOpPHON;
JI€MOHCTPALIMOHHBIM 00OPYJOBAaHUEM: IEPCOHAIBHBIM KOMIBIOTEPOM (HOYTOYKOM); IEPEHOCHBIM
(cTalimOHApHBIM) IPOEKTOPOM.

J1s npoBeJeHUs] 3aHATUH J1a00PATOPHOI0 THIA HCIOJb3YyeTcs yuyeOHas ayAuTOpHs IJis
71a00paTOpHBIX PadOT, BHIMOIHIEMBIX B KOMIIBIOTEPHOM KJIACCE, OCHAIIEHHAs CIHEelMaIu3UpOBAHHON
MeOenplo; JIOCKOM ayIUTOpPHOH; MNEepCOHAJbHBIMM KOMIBIOTEpAaMH, CBA3aHHBIMH JIOKAJbHOM
BBIYUCIMTEILHON CeThI0 C mojkitoueHueM K ceth HutepHer m goctynom B DUOC ¢unumana,
YKOMILJIEKTOBAaHHAsi CTOMKOW C AaKTHBHBIM CETEBBIM 00OpyJOBaHHMEM (KOMMYTaTopamMH U
MapLIpyTH3aTOPaMu).

Jl1s caMoCTOsATeIbHOM pPadoThl 00y4AIOIMXCH [0 JUCHUIIMHE UCIOIb3yeTCsl MOMELICHUE
JUISL CAMOCTOSITENILHOM paboThl 00yJarOIINXCsl, OCHAIIEHHOE CHEeIHaTN3UPOBAHHON MEOENbI0; TIOCKOM
ayJIUTOPHOW; TEPCOHATBHBIM KOMIIBIOTEpAMH C TOAKIIOYEHHEM K ceTd MHTepHeT M J0CTyNoM B
OUOC ¢punmnana.

IIporpammHuoe oGecneueHue

[Tpu mpoBeneHNH JIEKIMOHHBIX 3aHITHI MTpelycMaTpUBaeTCs UCIOIb30BaHue nakera Microsoft
Office (cucTema 11s MOATOTOBKY M IIpOBeeHUs mpe3eHTanuii Microsoft Power Point).

ITpu npoBeneHnM 1aOOpaTOPHBIX PpabOT CTYAEHTaMU IPENYCMAaTPUBAETCS UCIIOIb30BaHHUE
cumyisiTopoB cetu nepenayn ganHeix NetEmul, Cisco Packet Tracer, ananmu3aropa cereBbix
npotokosoB Wireshark, cpensr pazpadotku Delphi B cocrae Embarcadero RAD Studio u TekcroBoro
penaktopa Microsoft Word niist opopmiteHHs OTYETOB.

8. OBECHHEYEHHME OBPA30OBATEJIBHOI'O TIPOUHECCA AJIA JINL
C O'PAHUYEHHBIMH BO3MOKHOCTAMMHA 3/10POBbSA U UHBAJINIOB

B xonme peaim3aiiu JUCHUIUIMHBI HMCIIOJIB3YIOTCA CICAYIOINUC AOOHOJIHUTCIIbHBIC MCTOAbI
O6y‘IeHI/IH, TCKYLICTO KOHTPOJIA YCIICBACMOCTU H HpOMe)KYTOqHOﬁ aTTeCTaluu 06yqa}oLuch;1 B
3aBUCUMOCTH OT UX HHAWBHUAYAJIbHBIX 0COOEHHOCTEM:

AJIS1 CJIeNbIX U cJIa00BH/IS N X:

- JeKUUMU OQOPMISIOTCS B BHJIE DJIGKTPOHHOI'O JIOKYMEHTA, JOCTYIMHOTO C IIOMOIIBIO
KOMITBIOTEPA CO CIIEIUAIN3HPOBAHHBIM MTPOTPAMMHEIM 00€CTIeY EHUEM;

- INHUCBMCHHBIC 3aJlaHuA  BBIIIOJJHAKOTCA Ha KOMIIBIOTCPEC CO ClICHUAIIM3UPOBAHHBIM
mporpaMMHbIM O6€CHC‘—I€HI/IGM, WK MOT'YyT OBITH 3aMEHEHBI YCTHBIM OTBCTOM;,

- obecrneunBaeTCsl HHANBUyalIbHOE paBHOMEpPHOE ocBeleHne He Meree 300 Jokc;

- JJil  BBIIIOJIHCHUS 3adaHUA IIPU HeO6XO}II/IMOCTI/I npeaoCTaBJEICTCA  YBCIMYUBAIOIICC
YCTPOHCTBO; BO3MOKHO TAK)K€ MCI0JIb30BaHNE COOCTBEHHBIX YBEIMUNBAIOIINX YCTPOICTB;

- MUCbMEHHBIE 3a/1aHUs OOPMIIAIOTCS YBEITHMUEHHBIM IIPUPTOM;
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- 3a4€T MMPOBOJUTCS B YCTHOM (hOpPME MJIM BBITIOJIHAETCS B TMCBMEHHON (pOpMeE Ha KOMIIBIOTEPE.

MJIS TJIYXUX U CJ1200CIbIIIAIMX:

- ek 0(hOPMIISIOTCS B BUJIE DTIEKTPOHHOTO TOKYMEHTA;

- TUChbMEHHBIE 3a]aHsI BHITTOHSAIOTCS Ha KOMITBIOTEPE B MUCBMEHHOH (hopme;

- 3a4€T MPOBOAMTCS B MUCbMEHHON (pOopMe Ha KOMIBIOTEPE; BO3MOXKHO MpOBeAeHUE B popme
TECTUPOBAHUSI.
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AJIS1 JIMI ¢ HAPYILICHUSIMH ONIOPHO-/IBUTaTeJBHOIO anmnapara:

- JeKIuH O(OpMIAIOTCS B BHUAE 3JIEKTPOHHOIO JOKYMEHTA, JOCTYIIHOTO C IIOMOILBIO
KOMIIBIOTEPA CO CIIEUAIN3HPOBAHHBIM IIPOrPAMMHBIM 00€ECIIEYEHUEM;

- [UCbMEHHBIE 3aJaHUS BBIIOJHAIOTCS Ha KOMIBIOTEPE CO  CIELUAIN3HPOBAHHBIM
MPOrpPaMMHBIM 00€eCTIeUeHUEM;

- 3a4éT NpPOBOAMTCA B YCTHOM (opMe WM BHINOJHSIETCS B NHCbMEHHOM QopMme Ha
KOMITBIOTEPE;

- UCNOJb3yeTcs clennanbHas ydyeOHas ayaurtopus s oun ¢ JIOB3 — aya. 106 rmaBHoro
yueOHOro kopmyca mo azapecy 214013, r. CmoneHck, OHepreTnyeckuid mnp-a, A.1, 37aHHe
HYHEPreTUYECKOro MHCTUTYTa (OCHOBHOM KOPITYC).

[Tpu HeoOXoAMMOCTH IIPEyCMaTPUBAETCS YBEINYEHHE BPEMEHH /TSl IOATOTOBKU OTBETA.

[Tpouenypa nmpoBeaeHuss TPOMEXKYTOUHOM aTTecTaluu Al 00yJaroIUXCsl yCTaHABIUBACTCA C
y4€TOM UX MHIMBUIYAJIbHBIX NMCUXOPU3NUECKUX 0cOOeHHOCTEeH. [IpoMexxyTouHas arTecTalusi MOXKET
IPOBOAUTHCS B HECKOJIBKO 3TAIlOB.

[Ipu mnpoBeneHMM NPOLENYpbl OLIEHUMBAHUSA pPE3yJbTaTOB OOyUEHHUs IPEyCMaTpPUBAETCS
UCIOJIb30BAHUE TEXHUYECKUX CPEJCTB, HEOOXOIUMBIX B CBSI3U C MHAMBHUIYaJbHBIMU OCOOEHHOCTSIMU
oOyuaronmxcs. OTH CPeCTBA MOT'YT OBbITh HPEAOCTaBJIEHb! (HINATIOM, MJIM MOIYT HCIOJIb30BaThCs
COOCTBEHHBIE TEXHUYECKHE CPEICTBA.

[TpoBeneHue npouenypbl OLlEHUBAHUS PE3yIbTaTOB 00y4YEeHUs JTOIyCKaeTCsl C MCIOJIb30BaHUEM
JUCTAaHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJIOTHIl.

Ob6ecrieunBaeTcst AOCTYN K MHGOPMALMOHHBIM U OMOJHOrpaduuecKkuM pecypcam B CeTH
HNuTepHeT U1 KaXk10ro odydarouierocsi B popmax, aianTHPOBAHHBIX K OFPAHUYEHUSIM UX 370POBbs U
BOCHPUATHUS MH(DOpMaLUU:

AJIS1 CJICTBIX M CJIA00BHASI LM X !

- B IeYaTHOH (popMe YBETHMUEHHBIM MIPUPTOM;

- B (hopMe 2JIEeKTPOHHOIO TOKYMEHTA;

- B (hopme aynuodaiina.

MJIA TJIIYXUX U CJ1a00CabIIIAIIUX:

- B IIe4aTHOM opMme;

- B (hopMe IJIEKTPOHHOTO IOKYMEHTA.

AJ1s1 00y4aroIUXCs ¢ HAPYLIEHHUSIMH ONIOPHO-ABUIaTeJ1bHOI'0 AN APaTAa;

- B Ie4aTHOI Gopme;

- B (hopMe 3JIEKTPOHHOIO IOKYMEHTa;

- B popme aynuodaiina.

9. YYEBHO-METOJNYECKOE 1 HH®OPMAIIMOHHOE OBECIIEYEHHE
T CHUTIINHBI

OcHoBHas auTEpaTypa.

1. Kosran H.M. KommnbroTepHsie ceTu [37eKTpOHHBIN pecypc]: yuedHoe nocooue / H.M. Kosras.
— MuHck: PUIIO, 2019. — 180 c. Pexxum JlocTyna;:
https://biblioclub.ru/index.php?page=book &id=599948.

2. Tempbyx C.C. Cerm OBM u TelneKOMMYHUKAllUA. ApPXUTEKTypa W OpraHU3alus
[amexTpoHHEI pecypc]: yueOHoe mocodue / C.C. 'enbOyx. — Cankr-IlerepOypr: Jlans, 2019. — 208
c. Pexxum nocryna: https://e.lanbook.com/book/118646.

3. OCHOBBI J3KCIUTyaTallUM KOMIIBIOTEPHBIX CeTeH [3JIeKTpOHHBIA pecypc|: y4eOHUK s
OakamaBpoB: / JL.H. lemumoB. — Mocksa: IIpomereit, 2019. — 799 c. Pexum pocryma:
http://biblioclub.ru/index.php?page=book &id=576033.

4. baceins E.A. CucremHoe aJIMHHHCTPUPOBAaHHE M HMH(POPMAIMOHHAs OE30MacCHOCTb
[amekTpoHHBI pecypc]: yueOHoe mocobue/ E.A. bacwias; HoBocuOupckuii  rocynapcTBEHHBIN
TeXHUYeCcKuil yHuBepcuTeT. — HoBocubupck: HoBocuOMpCkuil rocynapcTBEHHBIH TEXHUYECKUN
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YHUBEPCHUTET, 2018. - 79 c. Pexum JOCTYyTIA:
URL.: https://biblioclub.ru/index.php?page=book &id=575325.

JlomoiHUTE/IbHASA JIUTEPATYpa.

1. BolYucIUTENbHBIE CHCTEMBI, CETH M TEIEKOMMYHHUKAIIMH [3JIEKTPOHHBIN pecypc|: ydeOHoe
nocobue / aBT.-cocT. C.B. bymsik, A.C. Kpectaukos, A.A. Py3akos; mox o6mt. pen. C.B. Byupik u np.
— YenstOUHCK: YI'UK, 2016. — 116 C. Pexxum JOCTymHa;:
http://biblioclub.ru/index.php?page=book &id=492739.

2. Konkep A.b. TexHONOTMU CETEBBIX KOMMYHHUKAIMH [3JEKTPOHHBIA pecypc]: yueOHO-
meroauueckoe mocooue: / A.b. Konkep; HoBocuOupckuii TrocynapcTBEHHBI TEXHUYECKH
yauBepcuteT. — HoBocubupcek: HoBocnbupckuii rocyjapcTBeHHbIN TEXHUUECKUN yHUBEpcHUTeT, 2016.
—92 c. Pexxum nocrymna: https://biblioclub.ru/index.php?page=book&id=576690.

3. Huxudopo C. H. Meroasl 3amuThl WHGOpMAaNMU. 3alIMIICHHBIE CETH [3JEKTPOHHBIN
pecypc]: ydebHoe mocodue / C. H. Hukudopor. — Cankr-IletepOypr: Jlans, 2018. — 96 c. Pexum
nocryma: https://e.lanbook.com/book/110935.

4. Maiiosn D. besomacHocTh ceTell [3JIeKTpOHHBIN pecypce]: ydueOHOe mocodue. — 2-¢ u3a. / O.
Mboiisona. — Mocksa: UHTYUT, 2016. — 571 c. Pexxum noctyna: https://e.lanbook.com/book/100581.

5. 'yneBuu JI. Cetun CBSI3M CIEAYIONIETO MOKOJICHHS [DIEKTPOHHBIA pecypc]: yueOHbIi Kypc //
WWW.INTUIT.RU: odpuunansusiii caiit HaunonansHoro Otkpeitoro YHusepcurera «MHTYUT».
Pexum moctyna: https://www.intuit.ru/studies/courses/1150/157/info.

6. XKypnan «CeTu U CHCTEMBI CBSI3M» [3JIEKTPOHHBIN pecypc]: http:// www.ccc.ru.

1. Kypnan «TenexkoMMyHUKALTIY [aekTpoHHBII pecypc]:
http://www.nait.ru/journals/index.php?p_journal_id=9.

CnuCOK AaBTOPCKHX METOHMYECKHX Pa3padoToK.

MCTO,Z[I/I"ICCKOG oOecredeHue 1o JUCIHUITIINHE «CeTeBblE TEXHOJIOTUUY» BKIIIOYAET CICaAyromue
aBTOpPCKHE Pa3pabOTKH:

— KOMILJIEKT JIeKI1il B popmaTe MyIbTUMEAUINHBIX TPE3eH Taluii;

— MCTOANYCCKHC YKA3aHUA K Ha60paT0pHBIM pa60TaM.

Y4eOHO-MeTONNYECKIE MaTepHAITBl pa3MeIEeHbl Ha pecypcax Kadenpsl.
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